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1. General vision  
 
The goal of the document is to present a comprehensive vision  to the UNDESA “Parliaments’ 
Information Management in Africa” Conference on policies and legal frameworks set up in the last 
ten years on the use of Information and Communication Technologies (ICTs)  in improving the 
relationship among Public Administrations and citizens and businesses (so called eGovernment), 
and, more in general, in the civil, cultural and economic growth of the society  (so called  
Information society).  
 
A study by the United Nations of 2002 develops and presents a synthetic ‘e-Government index’ that 
reflects and incorporates the countries’ official on-line presence, evaluates their telecommunications 
infrastructure and assesses their human development capacity. In other words, the index reflects the 
‘requisite conditions’ that constitute an enabling environment for e-Government. On the basis of the 
level of this index, the report classifies the countries into four categories, as shown in Table 1. 
 
As stated in the Report, the index reflects the countries’ general economic and social development 
levels; people in the industrialized countries enjoy the benefits of better access to information and a 
more interactive and participatory relationship with their government. 
Most of the countries in the “deficient e-Government capacity” group are some of the poorest in the 
world, whose national priorities focus on basic development  issues. Furthermore, many of them are 
located in Africa, and many of the African countries are in the “minimal e-Government capacity” 
and  “deficient e-Government capacity” groups. Nevertheless, the Report notes some best practices 
amongst developing countries: for instance Gabon’s national government site is a ‘de facto’ single 
entry portal and provides users with access to 14 official national government sites, while Guyana 
and Botswana were in 2002  in the process of moving on to the next level. This is encouraging for 
both the developing countries and the donor community active in this field: national commitment 
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and leadership can match the external expertise and resources, and lead countries into a virtuous 
circle where e-Government can act as a powerful locomotive force to enable every country to 
participate in the networked world and reap the benefits of the Internet. 
 
Table 1: The 2001 E-Government Index 

                                                                                            Global Index: 1.62 

High e-gov capacity 

2.00 – 3.25 

 Medium E-gov capacity 

1.60 – 1.99 

 Minimal E-gov capacity 

1.00 – 1.59 

 Deficient E-gov capacity 

Below 1.00 

 

USA 3.11 Poland 1.96 Armenia 1.59 Cameroon 0.99 

Australia 2.60 Venezuela 1.92 Brunei 1.59 Cent. African Rep. 0.98 

New Zealand 2.59 Russian Fed. 1.89 South Africa 1.56 Ghana 0.98 

Singapore 2.58 Colombia 1.88 Paraguay 1.50 Nepal 0.94 

Norway 2.55 Latvia 1.88 Cuba 1.49 Thailand 0.94 

Canada 2.52 Saudi Arabia 1.86 Philippines 1.44 Congo 0.94 

UK 2.52 Turkey 1.83 Costa Rica 1.42 Maldives 0.93 

Netherlands 2.51 Qatar 1.81 Panama 1.38 Sri Lanka 0.92 

Denmark 2.47 Lithuania 1.81 Nicaragua 1.35 Mauritania  0.91 

Germany 2.46 Ukraine 1.80 Djibouti 1.35 Bangladesh 0.90 

Sweden 2.45 Bahamas 1.79 Dominican Rep. 1.34 Kenya 0.90 

Belgium 2.39 Hungary 1.79 Trinidad & Tobago 1.34 Laos 0.88 

Finland 2.33 Greece 1.77 Indonesia 1.34 Angola 0.85 

France 2.33 Jordan 1.75 Jamaica 1.31 Haiti 0.84 

Rep of Korea 2.30 Bolivia 1.73 Iran 1.31 Mauritius 0.84 

Spain 2.30 Egypt 1.73 Azerbaijan 1.30 Tanzania 0.83 

Israel 2.26 Slovakia 1.71 India 1.29 Senegal 0.80 

Brazil 2.24 Slovenia 1.66 Kazakhstan 1.28 Madagascar 0.79 

Italy 2.21 Mongolia 1.64 Belize 1.26 Zimbabwe 0.76 

Luxembourg 2.20 Oman 1.64 Barbados 1.25 Burkina Faso 0.75 

Unit. Arab Emir. 2.17 Ecuador 1.63 Guyana 1.22 Zambia 0.75 

Mexico 2.16 Suriname 1.63 Honduras 1.20 Mozambique 0.71 

Ireland 2.16 Malaysia 1.63 El Salvador 1.19 Sierra Leone 0.68 

Portugal 2.15 Romania 1.63 Guatemala 1.17 Cambodia 0.67 

Austria 2.14 Belarus 1.62 Gabon 1.17 Comoros 0.65 

Kuwait 2.12 Peru 1.60 Turkmenistan 1.15 Guinea 0.65 

Japan 2.12   Uzbekistan 1.10 Namibia 0.65 

Malta 2.11   Vietnam 1.10 Togo 0.65 

Iceland 2.10   Samoa (Western) 1.09 Gambia 0.64 

Czech Republic 2.09   Cote d’Ivoire 1.05 Malawi 0.64 

Argentina 2.09   China 1.04 Mali 0.62 

Estonia 2.05   Pakistan 1.04 Ethiopia 0.57 

Bahrain 2.04   Nigeria 1.02 Chad 0.55 

Uruguay 2.03   Kyrgyzstan 1.01 Niger 0.53 

Chile 2.03   Botswana 1.01 Uganda 0.46 

Lebanon 2.00   Tajikistan 1.00   

Source: United Nations Division for Public Economics and Public Administration: ‘Benchmarking E-Government: a 
Global Perspective’, May 2002. 
 
The main issue that this document tries to address is the analysis of  visions,  best practices, lessons 
learned in e-government projects and experiences, in order  to provide African countries a 
comprehensive set of  tools and strategies  that could in the mid and long term reduce this gap.  
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We start providing definitions and classification of the two main aspects of the problem, i.e. 
eGovernment and information and communication technology.  
 
The OECD defines “e-government” as “the use of Information and Communication Technologies, 
and particularly the Internet, as a tool to achieve better government. 
 
The term information and telecommunication technologies (ICTs) refers1 to both computer and 
communication technology. IT (information technology) is defined by the OECD as any equipment 
or interconnected system (subsystem) of equipment that includes all forms of technology used to 
create, store, manipulate, manage, move, display, switch, interchange, transmit or receive 
information in its various forms. Information can be in the form of: business data; voice 
conversations; still images; motion pictures; multimedia presentations and other forms including 
those not yet conceived. The meaning of communication refers to a system of shared symbols and 
meanings that binds people together into a group, a community, or a culture. The word 
communication was added to IT so as to make a network of the usage of Information Technology. 
 
In the last twenty years a wide spectrum of ICT technologies have been conceived, produced, and 
used in e-government and Information Society applications. The most relevant and most frequently 
cited in eGovernment plans and projects  are listed in the following: 
 

1. Internet, World wide web, web services, browser technologies, currently the most 
adopted suite of ICT technologies all over the world. 

2. Electronic mail and SMS, allowing fast, low cost, asynchronous messages and documents.  
3. Telecommunication technologies, and specifically fixed, mobile, broadband 

telecommunication networks and protocols, that allow transmission and exchange of 
large amounts of multimedia information, enabling delivery of new services such as 
telemedicine and others.  

4. Shared databases, characterized by several types of architectures such as centralized, 
distributed, multidatabases, mediator based, that allow cooperation among organizations, 
also in the case of the presence of legacy systems and semantic and technological 
heterogeneities. 

5. Cooperative functional architectures, such as middleware and publish and subscribe, that 
allow  organizations to share services also in presence of functional heterogeneities. 
Middleware allows government organizations to share data between front office service 
delivery channels and back offices applications and processes, and is increasingly perceived 
as a technology for delivery of joined-up eGovernment services. 

6. Cryptography, digital signature, technologies for security, that provide legal value to 
digital documents and allow establishing various forms of security, such as authentication, 
secrecy, and integrity. 

7. Interoperability protocols, that enable human beings, agencies and applications to interact 
and cooperate in administrative processes.  

8. Information retrieval and semantic web, enabling the search of approximate and 
imprecise knowledge in the web.  

9. Markup languages, that provide structure and, to a certain extent, common meaning to 
semistructured documents, and allow the exchange of documents with interoperable format.  

                                                           
1 OECD Studies e-Government - The e-Government Imperative, 2003 
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10. Multimodality and multichannel access and delivery of services, that allow interaction 
and delivery of service through a wide set of interaction modalities.  

 
Such technologies are used in order to design and realize services and information systems. The two 
more investigated production processes in eGovernment projects are:  
 

1. Production processes for the reuse of software programs and other ICT artifacts, that 
allow the exchange of software programs among users with common requirements.  

2. Open source software, a software production process enabling the exchange of low cost, 
open, interoperable software to communities of users, reducing the dependence form 
proprietary software.  

 
ICTs are not an end but, better, a mean, that has to be used to achieve relevant goals and objectives. 
Such objectives correspond, in turn, to relevant principles  to be addressed and rights to be 
guaranteed to citizens and enterprises  both in eGovernment and in Information Society issues. The 
most important principles and rights are:  
 

1. Efficiency  and effectiveness of the administrative activities that deliver  services to 
citizens and businesses, in terms of (efficient) use of resources and achievement of the final  
goals.  

2. Transparency of  institutions, government and public administration, i.e. the right of 
citizens and enterprises to access all types of information and  knowledge produced by 
institutions and administrations, not covered by secret (so called public data). 

3. Simplification (business process reengineering) of administrative activities, the 
elimination from administrative activities of all types of interactions and burdens not strictly 
needed by law.  

4. Sustainability of policies and projects, especially financial sustainability, i.e. feasibility of 
the initiatives connected to ICT projects within the available budget. 

5. Quality and effectiveness of the regulatory framework, i.e. the characteristics of laws and 
norms that allow to apply them with effective results in the ICT initiatives.  

6. Security and privacy,  i.e. the right of the citizen to have sensitive and personal information 
protected with respect to incorrect use.  

7. eInclusion and overcoming of digital divide, the establishment of the right of every 
citizen, independently from their culture, economic condition, available access devices, 
language, to access and benefit from eGovernment services.    

 
Institutions and public administrations, in the difficult and complex process of  fulfilling such 
objectives, may act on three different “architectures”:  
 

1. Institutional architecture, i.e. the way institutions relate to each other and discipline power 
and functions in planning the use of IC technologies. 

2. Organizational architecture, the organizational rules that discipline e-Government and 
Information Society plans and actions. 

3. Technological architecture, how technological layers making up the technological 
infrastructure are functionally organized and related. 
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In addressing such principles, establishing such rights, and governing the institutional, 
organizational and technological architecture,  it may be really extremely difficult and tricky to 
choose at any given time “the best technology” that achieves the optimal and sustainable results.  
 
The rest of the document  is organized as follows.  
 
We first (Section 2) focus on Policies, dealing  with plans enacted in the last years to establish 
eGovernment and Information Society, especially in European Union. Then (Section 3)  we analyze  
main organizational models adopted in ten  different countries of European Union.  We will be 
ready at this point (Section 4)  to introduce issues related to technological architectures, and their 
relationships with general principles introduced in section 1. Section 5 and 6 focus on lesson 
learned, dealt with initially within a general framework and subsequently for development 
countries. Section 7 describes with some detail the e-model, defined  by the Italian Government on 
behalf of G8 for establishing eGovernment in developing countries. Finally, Section 8 provides 
some guidelines on the process of the creation of a legal framework in a country and in a politically 
coordinated set of countries. The document adopts in Sections 4 and Section 8 as case study the 
project Norme in Rete, subject of another document presented at the Conference. Referenced list 
documents that have been analyzed, or else produced in the past by the author on these issues.  
 
Five  Annexes complete the document, in which specific issues are studied in depth. Annex 1 
details the benchmarking policy in the European Union; Annex 2 provides an example of 
administrative reform, to be performed in conjunction with eGovernment initiatives. Annex 3 
provides a detailed summary of the European Interoperability Framework, recently approved by the 
European Commission. Annex 4 discusses an Italian project, the Services to businesses project, 
where several strategies described in the main document have been applied. Annex 5 describes in 
detail the three main phases of the eModel introduced in section 7, the application architecture, 
regulatory framework and e-readiness issues.  
 
Caveat 
Potential topics addressed in the document cover an extremely wide spectrum of problems; in the 
document  we do not address some relevant aspects  that fall under the issues of  eGovernment and 
Information Society; such as Digital Signature, eCommerce, Cybercrime, Public data, and others. 
We preferred to focus on a subset of  issues investigated in the last  ten  years,  to  allow, we hope, a 
cleaner analysis of lessons learned, comparison of  approaches, selection of  best practices.  
 
Another  relevant  issue not analyzed in the document concern the telecommunication sector. Over 
the past 20 years, governments have been urged  to liberalize the telecommunication sectors in their 
countries. These policies have included setting up a regulatory framework, creating an independent 
and separate regulator, developing a strong foundation for regulatory action, encouraging 
competition throughout the sector and privatising telecommunication operators. These policies were 
often initially met with scepticism. However, over a period of two decades they have proven to be, 
on the whole, very effective. We will not discuss  such a process in this document.  
 
 
2. Planning  eGovernment and Information Society: the European Union experience 2

 
                                                           
2 Main sources for this section are eEurope2002 and eEurope2005 documents published by the European Commission 
mentioned in references.  
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Digital technologies have proved to be a powerful engine for economic growth and 
competitiveness. In the 1990s, businesses and consumers in the United States were quick to take 
advantage of this “digital revolution”.  As a result, American businesses became much more 
competitive and the US economy enjoyed spectacular and unprecedented growth. 
 
At the Lisbon Summit in March 2000, European heads of state and government recognized that 
Europe too must become a much more digital economy.  Indeed, they set a new goal for the 
European Union - to become the most competitive knowledge-based society in the world by 2010. 
 
Already in November 1999, the European Commission put forward its “eEurope” initiative 
precisely to manage this transition, both within the Union and in the candidate countries of Central 
and Eastern Europe.   
 
The European Union's eEurope scheme is based on the premise that the Internet is essential to 
future economic growth, job creation and improvements in the quality of life – not only in Europe 
but across the globe.  eEurope is necessarily ambitious.  It aims to bring everyone in the European 
Union online as quickly as possible so that using the Internet becomes commonplace - whether by 
way of a computer, a mobile phone or a television set-top box and whether at the office, at school or 
at home. 
 
It seeks to create a digitally literate Europe and to ensure that the whole process is socially 
inclusive, builds consumer trust and narrows the gap between the haves and have-nots in European 
society. 
 
The European Commission launched the basic outline for eEurope in November 1999. Subsequent 
action plans have set out roadmaps of what needs to be done by when.   
 
There have, so far, been two action plans: 
• the Action Plan 2002 endorsed by the EU leaders at the Feira summit in June 2000; 
• the Action Plan 2005 approved by EU leaders in Seville in June 2002. 
 

Both plans pursue the aim of creating an inclusive information society, but since 2000 the situation 
has evolved: some measures have been completed and new challenges have emerged. So the second 
Action Plan updates the EU’s priorities and fine-tunes the process. 
 
Action Plan 2002 cast its net very wide and successfully put the Internet at the top of the European 
political agenda.  Action Plan 2005 narrows the focus, concentrating on effective access, usage and 
the ready availability of the Internet.   
 
eEurope 2002 general strategy  
 
The 2002 action plan of the Europan Community, launched in June 2000 by the European 
Commission, defines the following  main actions: 
 
1. Essential public data on line, with emphasis on legal, administrative, cultural, and 

environmental information. 
2. Promote the use of electronic signatures  
3. Ensure generalized electronic access to public services 
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4. Simplified online administrative procedures for business 
5. Promote the use of open source software 
6. Improve accessibility to the web for disabled persons 
 
We can see such actions and the target dates for end of completions as a sort of reference for 
possible benchmarking of the various countries; the availability of such benchmarking and of 
objective measures of the progress is another fundamental action present in the plane. 
 
eEurope 2005 general strategy  
 
However, eEurope is steadily achieving its objectives. Internet access costs, originally identified as 
one of the major hurdles, are going down. The marginal costs of Internet access for a PC owner 
have become small, but remain significantly higher than in the United States. They are also much 
higher for broadband Internet access.  Slow e-commerce development and difficult broadband 
deployment are also important challenges that must be tackled.  
 
To overcome these deficiencies while building on the successes of eEurope 2002, eEurope 2005 
focuses on a more limited number of priorities.  These concern the effective use of the Internet for 
e-commerce and public services, including schools and businesses. 
 
eEurope 2005 puts users at the centre. At all levels and in all implementing measures it emphasizes 
eInclusion, including eAccessibility for people with special needs.  eInclusion means that key 
services must be available not only via personal computer but also via interactive digital television, 
third generation mobile phones and cable networks.   
 
The objective of eEurope 2005  is to provide a favorable environment for private investment and for 
the creation of new jobs, to boost productivity, to modernize public services, and to give everyone 
the opportunity to participate in the global information society. eEurope 2005 therefore aims to 
stimulate secure services, applications and content based on a widely available broadband 
infrastructure. 
 
The eEurope action plan is based on two groups of actions which reinforce each other. On the one 
hand, it aims to stimulate services, applications and content, covering both online public services 
and e-business; on the other hand it addresses the underlying broadband infrastructure and security 
matters. 

 
By 2005, Europe should have: 
– modern online public services, in e-government, e-learning services, e-health services 
– a dynamic e-business environment 
and, as an enabler for these 
– widespread availability of broadband access at competitive prices 
-  a secure information infrastructure 
 
The action plan comprises four separate but interlinked tools. 
 
Firstly, policy measures to review and adapt legislation at national and European level; to ensure 
legislation does not unnecessarily hamper new services; to strengthen competition and 
interoperability; to improve access to a variety of networks; and, to demonstrate political leadership. 
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eEurope 2005 identifies those areas where public policy can provide an added value and therefore 
focuses on a limited set of actions in priority areas. Some key targets are: 
 

1. Connecting public administrations, schools, health care to broadband 
2. Interactive public services, accessible for all, and offered on multiple platforms 
3. Provide online health services 
4. Removal of obstacles to the deployment of broadband networks 
5. Review of legislation affecting e-business 
6. Creation of a Cyber Security Task Force 

 
Secondly, eEurope will facilitate the exchange of experience, of good practices and demonstration 
projects, but also of sharing the lessons from failures. Projects will be launched to accelerate the 
roll-out of leading edge applications and infrastructure. 
 
Thirdly, policy measures will be monitored and better focused by benchmarking of the progress 
made in achieving the objectives and of the policies in support of the objectives. 
 
Fourthly, an overall co-ordination of existing policies will bring out synergies between proposed 
actions. A steering group will provide a better overview of policy developments and ensure a good 
information exchange between national and European policy makers and the private sector. This 
steering group would also make an early participation of candidate countries possible. 
 
In order to be able to assess  the life cycle of the two plans, and fixing weaknesses and strengths, the 
European Commission decided to set up a monitoring activity, that is shortly described in Annex 1: 
The benchmarking policy in the European Union. 
 
Plans similar to eEurope 2002 and eEurope 2005 are developed in USA and several other countries. 
Similarly, benchmarking and monitoring activities are typical of many countries; some of the 
experiences and methodologies are mentioned in References. 
 
3. EGovernment organizational  model 3  
 
A large number of countries all over the world  has been launching e-goverment projects since early 
90s. The  problem was made extremely critical by the following factors, that here we exemplify for 
the Italian administrative organization: 
• distribution and fragmentation of departments and administrations: in Italy we have about 100 

central administrations and 20.000 local administrations 
• autonomy of each administration, due to the high number of laws (more than 30.000) and 

rules/regulations that discipline their activity. 
• heterogeneity of technologies adopted by administration.  
• limited automation of activities 
 
So every country conceived  a technological architecture and a related plan and set of projects that 
could overrides such problems. Such architecture (that will be axamined with more detail in section 
4 is typically made of three layers:  
                                                           
3 The main source for this section is: RSO and European Institute on Public Administration – Public Administration 
ICT Report in 8 European Countries, March 2003. 
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• the transport layer, whose fundamental protocol is IP, that connects all central administrations. 
• the layer of basic services, such as  e-mail, file transfer, access to the web 
• the application layer, that in order to decouple the legacy systems form the network is splitted 

for each administration in two parts:  
1. the internal data and services, not made available to other administration  
2. an application gateway,  where each administration exposes its services, using suitable 

middleware to guarantee interoperability and access. 
 

Specific attention is devoted to security, dealt with in all the layers 
 
Soon governments understood that a political reform and intervention was needed in order to 
support a technological program, applying a sort of variant of the Business Process Reengineering  
motto, that says “obliterate, don’t automate”. Governments have obliterated while automating, 
decentralizing activities from central administration to local units, simplifying certain activities, 
drastically reducing the burden for citizens, and finally promoting an e-government program.  
 
In Annex 2 we discuss in detail an example of administrative reform, the Italian reform. In the rest 
of the section we deal with a comparative analysis of eGovernment organizational models and 
institutional architectures adopted for managing the complex problems related with eGovernment. 
We address, in particular, European experiences.  
 
All EU countries taken into consideration have created coordinated structures at central level. Two 
main organizational models emerged: 
 
1. Coordinated control model (Germany, Netherland, Austria, France, UK): the responsibility of 
coordinating both the government ICT policy in general and more specificly the e-government 
policy rests with one o more structures within the same ministry (Germany, Netherland, Austria) or 
directly under the authority of the Prime Minister (France, UK). 
 
2. Distributed control model (Finland, Denmark, Spain): coordinating the government ICT and e-
government policies represents part of the tasks several departments are in charge of. In Finland for 
instance, the responsibility for implementing the government ICT policy jointly rests with the 
Finance Ministry and with the e-government dedicated structure of the Interior Ministry. 
 
In Denmark even the responsibility for e-government policy implementation is shared between two 
ministries (Science Technology and Innovation Ministry, Finance Ministry). The ministries of many 
countries have made their e-gov strategies known, they are in line with the strategic level devised at 
central level (For istance Denmark, Finland, UK). 
 
In all countries the structure responsible for coordinating the ICT/e-government policies have so far 
dealt with the task of defining guidelines and policy directives without actually scrutinizing the 
implementation of the strategies they have worked out and without playing a clear coordinating role 
for the ICT policies actually followed by the various ministries. In Finland, for instance, the 
Information Society Advisory Board has pointed out that as far as eGovernment is concerned there 
is a lack of clear guidance in spite of all the programmes and papers. The Board has also put 
forward new action lines aiming at a more effective coordination of the e-government policies 
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In the UK, the Office of the e-envoy hasn’t been assigned a major coordination role as each 
ministry autonomously follows its own e-government agenda, it earmarks performance objectives 
and is assigned a budget destined for e-services development in accordance with the content of the 
PSA (Public Service Agreements) reached between the ministries and the HM Treasury. 
 
Recent initiatives devoted to strengthening the ICT coordinated structure 
Some countries have recently embarked on initiatives in order to strengthen the structure 
responsible for coordinating ICT projects. 
 
In France, an e-Administration Development Agency (ex ATICA) has been created with a decree 
dated 22th february 2003; such a structure is to deal with defining ICT and e-government policies, 
furthermore it will have to coordinate the project involving more than one ministry. 
 
In Spain a reappraisal of the mission carried out by the “Consejo Superior de Informatica” is under 
way so as to allow this authority to play a more extensive coordinating and supervisory role in the 
actual implementation of ICT policies carried out by the various ministries. 
 
The following two tables provide a synthetic comparison of the ICT and eGovernment 
organizational structure and mission in eight European countries. 
 

 
 
Source: RSO and European Institute on Public Administration – Public Administration ICT Report in 8 European 
Countries, March 2003. 
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Source: RSO and European Institute on Public Administration – Public Administration ICT Report in 8 European 
Countries, March 2003. 
 
Two other relevant countries are Italy and Portugal. In Portugal the institution responsible of ICT 
policies is UMIC (Unidade de Missao, Inovacao e Conhencimento), under Premier’s responsibility, 
that is involved in eGovernment, technological innovation and digital economy. The Commissao 
Interministerial de Innovaca e Conhencimento, headed by an adjoint Minister of the Premier, is 
involved in promoting coordination of the different initiatives, proposing strategies  to the Portugese 
Government  for Information Society, assign responsibilities in ICt to Administrations, take part to 
European programs. Another institution involved in ICT is Consejo Superior de Informatica y para 
e impulse de la Administracion electronica, involved in ICT procurement, cooperation among 
administrations in joint ICT projects, coordination of user groups.  
 
In Italy, the Minister for Innovation and Technologies has been delegated by the Prime Minister 
with the responsibility to co-ordinate and give direction to Government politics in matters of 
development and use of Information and Communication Technologies (ICT) throughout the 
Country, with particular focus on central and local Public Administration, on families and on 
businesses, to enhance the economic, social and cultural conditions of the country, so as to promote 
the development of the "Information Society". For these reasons he also chairs the Ministers' 
Committee for the Information Society.  Its tasks are: 

1. to coordinate the action of the public administrations;  
2. to oversee the definition and realisation of a coherent strategy for the development of the 

Information Society and related policies. 
 
From 1993 to 2001 was active in Italy an Authority for Information Technology in Public 
Administration, that was in charge of defining the public administration ICT year plan, strictly 
coordinating the ICT projects of the administration by formally authorizing them, monitoring the 
effectiveness of the initiatives, providing mandatory technical guidelines and norms to 
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Administrations. In 2001 Aipa was transformed by  the present Government in an agency 
supporting the Minister.  
 
 
4. EGovernment technological models and related legal frameworks  
 
4.1 General reference model  
 
Several technological models have been investigated in the platforms and systems adopted for 
eGovernment services implementations. Such models are inspired in best practices by two 
fundamental principles: 
 

1. Achieving the general principles and rights defined in the introduction; 
2. Radically changing the relationship between institutions and public administrations, that is 

usually characterized, both in ICT intensive and in ICT emerging countries (see figure 1) by 
so called stove pipe or vertical interactions, in which each central or local administration 
acts with respect to citizens and businesses as an autonomous domain, creating, updating  
and maintaining its own databases,  document bases and knowledge bases.  

 
Long term plans and short term plans concerning the best choice of technologies and the 
establishment of legal frameworks should keep in mind first of all three  very simple yet extremely 
difficult to achieve principles: 
 

1. Technologies are a means, not an end 
2. Technologies should be used to fulfill, first of all,  the general principles. 
3. Legal frameworks should in turn enable the adoption of technologies, and not slow down 

and overload this process.  
 
 

Back office
Central PA

Back office
Local PA1

Back office
Local PA2

Front office
Central PA

Front office
Local PA1

Front office
Local PA2

Local 
Data bases

Local 
Document 
bases

Local 
Data bases

Local 
Document 
bases

Users

Information and 
service flows

Back office
Central PA

Back office
Local PA1

Back office
Local PA2

Front office
Central PA

Front office
Local PA1

Front office
Local PA2

Local 
Data bases

Local 
Document 
bases

Local 
Data bases
Local 
Data bases

Local 
Document 
bases

Local 
Document 
bases

Local 
Data bases

Local 
Document 
bases

Local 
Data bases
Local 
Data bases

Local 
Document 
bases

Local 
Document 
bases

Users

Information and 
service flows

Users

Information and 
service flows

 
 
Figure 1: The typical relationship between users and institutions/public administrations in service 
provision 
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Case study4 - The project Normeinrete, object of another document presented at the Conference, 
aims to improve accessibility to norms by providing a unique point of access to Italian and 
European Union legal documents published on different institutional web sites through a specialized 
portal. Before the project started up, access to norms was made through a wide amount of web sites 
and heterogeneous local norm document bases. 
 
The long term process of  ICT technology/legal framework implementation can  be splitted into 
three steps, that we now describe in general terms, and shall be adapted to each country: 
 

1. Define the general structure of the technological model that best fits the principles and 
rights.  

2. Refine the structure in terms of needed layers, and define interfaces between layers. 
3. In the choice of specific technologies and legal rules, move from general principles to main 

“drivers” of the process. 
 
We now comment the three steps. 
 
1. Define the general structure of the technological model that best fits the principles and rights.  
 
The three main interventions typical of this step are shown in figure 2. 
 

• The seamless, secure interface has the goal of reengineering the relationship between users 
and institutions/administrations, filtering the differences among the institutional and 
administrative procedures  and virtually showing the users a unique seamless set of 
institutions that provide services to them. The role of the interface is also to provide a 
specialized interface for each user or similar group of users, allowing to establish 
communication independently from cultures, languages and physical functions (thus 
establishing social inclusion). 

 
• The cooperative technological infrastructure has the role of allowing institutions/public 

administration to interact through a common back office, in order to exchange data and 
knowledge already available on citizens/businesses, in such a way as to reach two different 
objectives, i.e. provide added value to such knowledge, drastically reduce the burden for the 
citizen/business, achive a common and shared vision and representation of the 
citizen/business. 

 
• The set up of central data bases and inter administrative information flows is the third 

essential “piece” of the mosaic: in order to reconcile the different visions that 
institutions/administrations have of citizens/businesses, it is crucial that a thin layer of 
common data is managed centrally. Concerning flows, it is important that they have a 
common format in such a way to achieve a reconciliation of the different types of 
information.  

 
It is important to highlight the fact that the above high level architecture deeply respects the 
autonomy of the different  administrations, that in their own domain maintain the power of 
organizing their own procedures and policies, while they are obliged to conform to common rules 
                                                           
4 Here and in the following, as stated in the introduction, we use a Case study, based on the Norme in Rete project, to 
exemplify the different aspects discussed.  

 13



when they interact to each other and to some extent they interact with external users. It is also 
crucial that the three layers introduced in the architecture assure security and privacy and that 
corresponding legal rules are set up, in order to avoid, especially at the level of central data bases, 
phenomena such as “Big Brother”.   
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Figure 2: General structure of the technological model. 
 
 
Case study – The most significant principle adopted in the project Norme in Rete is the 
transparency of the Italian and European Union legal framework, in order to guarantee the access to  
laws. In order to achieve such a principle, it is crucial to unify the interface to the different 
databases, provide free access to norms, at least those norms enacted recently, set up a common 
cooperative technological infrastructure. 
 
2. Refine the structure in terms of layers, and define interfaces between layers. 
 
See in figure 3 a well accepted refined architecture, that can be considered the most comprehensive 
and mature technological model.  
 
The model is composed of eight  key elements: 

1. Digital authentication - Techniques for user identification and secure signatures adopting the 
Electronic ID Card, the National Services Card and digital signatures. 

2. Access channels - a multiplicity of innovative channels for accessing services: the Internet, 
call centres, cell phones, third-party networks, etc. 
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3. Unified access points for access to services and corresponding front offices of Central and 
local administrations, that allow users to see the different administrations as a unique 
seamless organization, filtering the different procedures and roles.  

4. Service provision - A set of high-quality services delivered with innovative methods to user-
customers (citizens and businesses). In order to focus development efforts, a number of 
priority services for users have been identified for inclusion in digitalization initiatives.  

5. Back office layer - efficient and low-cost back office operations for service providers, 
allowing for the sharing of basic information (population registry, company registers, motor 
vehicle database, property registry, etc.) so as to relieve the pressure of demands for 
information on the part of government, companies and citizens; 

6. Event notification infrastructure, in charge of  automatic triggering of information flows to 
other government departments and the population by events such as changes in civil status, 
judicial events, etc. 

7. Interoperability and cooperation infrastructure, with the role of  establishing  standards for 
interfaces between departments that permit efficient and transparent communication 
between them and with the outside world.  

8. Communication infrastructure - A communication infrastructure that links all government 
departments 

In addition to these components, technologies available today can also be used to increase the 
efficiency of internal government procedures (e.g. procurement of goods and services) and to 
leverage internal human resources by increasing their skills and know-how. 

Case study – In the realization of the project Norme in Rete, the principle of transparency, due to 
the nature of norms as essential public data, has been applied assuring free access to norms that 
have been enacted in the last 60 days, while access to previous norms does not need strong digital 
authentication,  resulting only in registering to the system. Furthermore, only a subset of layers has 
been adopted, e.g. the access is possible only through PCs, no other channel is used. 
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Figure 3: The different layers of the  technological architecture 
 
3. In the choice of specific technologies and legal rules, move from general principles to main 
“drivers” of the process. 
 
Drivers of the process are equally general principles, but, contrary to the first set, they are  
“technology oriented”; in a sense, they can be seen as tools to establish the principles. They are (see 
figure 4): 

• Quality and integration of data and services – Services should be provided to 
citizens/businesses with the level of services publicly available, and such levels of services 
should be improved over years. ICT technologies should be chosen on the basis of the 
criteria of best improvement realized on the quality of service. At the same time quality of 
service is strictly related to quality of data used, exchanged, managed in order to produce the 
service. E.g. the U.S. Federal Administration enacted in 2002 the Data Quality Act, that 
established liability of agencies when producing and delivering  incorrect, incomplete, not 
current, inaccurate data.  
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Figure 4: Drivers and layers of the technological architecture 
 

Data and services should not only be of high quality, they should be also integrated. This 
means that the different representations of citizens/businesses in different agencies should be 
reconciled  (see also interoperability issues) 

• Openness and reuse – Services, software applications produced to realize services, 
production processes, and every other artifacts available in the domains of single 
administrations should be made available to other administrations, in order to reduce costs 
and increase interoperability. In order to achieve this principle, systems should be open, i.e 
they should use highly available, non proprietary technologies.  

• Interoperability of processes, data and information flows. - Interoperability is considered 
perhaps the most important driver in best practices and lessons learned. A human being,  a 
system, a service, an information flow, etc is said to be interoperable when he/she/it is able 
to operate in conjunction with other human beings, systems, etc. In cooperative information 
systems interoperability is often considered the crucial factor for success. 

• Authentication and anonymity – The users should be protected against incorrect use of their 
personal and sensitive data, and, at the same time, the access to services and data should be 
disciplined in such a way as to provide access only to authorized users.  

• Accessibility and adaptability to user diversity – Users, independently from  their culture, 
physical and social condition, native language,  should have access to the services, and 
benefit form them. The International Classification of Functions distinguished several types 
of issues that play a role in user diversity: 

1. Body functions are the physiological functions of body systems (including 
psychological functions). 

2. Body structures are anatomical parts of the body such as organs, limbs and their 
components. 
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3. Impairments are problems in body function or structure such as a significant 
deviation or loss. 

4. Activity is the execution of a task or action by an individual. 
5. Participation is involvement in a life situation. 
6. Activity limitations are difficulties an individual may have in executing activities. 
7. Participation restrictions are problems an individual may experience in involvement 

in life situations.     
8. Environmental factors make up the physical, social and attitudinal environment in 

which people live and conduct their lives. 
 
When establishing a legal framework, the above drivers are  to be considered in their relationship 
with all the layers of the technological architecture of figure 3; this is the reason for  the vertical 
bars appearing in the figure, ranging over all the layers.  
  
Case study – concerning the project Norme in Rete, we examine only some of the previous drivers  

1. Interoperability – Interoperability is achieved by 1. providing a standard for the 
identifiers/names of document, 2. providing a limited set of  possible structures for 
documents, described in the markup language XML.  

2. Authentication and anonymity, as we have seen in the previous steps, apply only to a limited 
extent to this project, that deals with essential public data. 

3. Accessibility and adaptivity to user diversity – in order to provide access also to disabled 
persons, the W3G standards on accessibility have been adopted.   

 
In the next section we focus on interoperability and openness, and, to a minor extent, security; for 
reasons of  space and synthesis, we do not provide a similar analysis for other factors.   
 
4.2 The European Interoperability Framework5

Introduction  

The European Interoperability Framework (EIF)  "provides recommendations and defines generic 
standards with regard to organizational, semantic, and technical aspects of interoperability, offering 
a comprehensive set of principles for European cooperation in eGovernment. EIF augments 
regional and national interoperability programs: "national administrations have developed or are in 
the process of developing Governmental Interoperability Frameworks for efficient communication 
between themselves as well as with citizens and businesses; IDA is complementing this work by 
adding the pan-European dimension." 

The European Interoperability Framework "supports the European Union's strategy of providing 
user-centered eGovernment services by facilitating, at a pan-European level, the interoperability of 
services and systems between public administrations, as well as between administrations and the 
public (citizens, businesses). It is an action of the eEurope 2005 Action Plan, under the 
eGovernment heading." 

                                                           
5  The main source for this section is: European interoperability framework for pan European 
eGovernment Services, European Union, IDA Strategic Initiative, 2004. 
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The EIF document considers "interoperability" in three dimensions, and categorizes the seventeen 
Recommendations according to this taxonomy: organizational interoperability, semantic 
interoperability, and technical interoperability. E.g. the "semantic" Recommendation 9 identifies 
XML as playing a key role in formalizing definitions for exchange of data elements: "Initiatives at 
pan-European level [designed] to develop common semantics on the basis of XML should be 
performed in a coordinated way and should consider cooperation with the existing standardization 
bodies. In particular, the XML vocabularies should be developed whilst taking into account the 
agreed core/specific eGovernment data elements. Specific European schemas and definitions should 
be made available to all pan-European stakeholders through common infrastructures." 

 
Figure 5: Context and actors 
Source: European interoperability framework for pan European eGovernment Services, European Union, IDA Strategic 
Initiative, 2004 
 
Basic principles for ICT interoperablity are sketched in Recommendation 2: "The following 
principles, of a general nature, should be considered for any eGovernment services to be set up at a 
pan-European level: Accessibility; Multilingualism; Security; Privacy; Subsidiarity; Use of Open 
Standards; Assess the Benefits of Open Source Software; Use of Multilateral Solutions." 

The European Interoperability Framework Recommendations are scoped for applicability and 
validity in two ways. First, the approved document is aimed at policy, and does not set out a legal 
basis for standardization. Second, the EIF "focuses on supplementing, rather than replacing, 
national interoperability guidance by adding the pan-European dimension. In order to operate at 
pan-European level, a Member State administration must therefore already have a national 
interoperability framework or equivalent technical strategy for the delivery of eGovernment 
services in place. However, the recommendations and guidelines of the Framework and related 
documents, such as the IDABC Architecture Guidelines, are mandatory for pan-European projects 
carried out in the context of IDABC programme." 
Interaction types covered 

 19



Direct interaction between citizens or enterprises of one particular Member State 
withadministrations of other Member States and/or European institutions  

The exchange of data between administrations of different Member States in order to resolve cases 
that citizens or enterprises may raise with the administration of their own country  

The exchange of data between various EU Institutions/Agencies or between an EU 
Institution/Agency and one or more administrations of Member States 

 

Figure 6: Complex interactions  
Source: European interoperability framework for pan European eGovernment Services, European Union, IDA Strategic 
Initiative, 2004 
 
General principles 
 
Accessibility 
There is a need to ensure that eGovernment creates equal opportunities for all through open, 
inclusive electronic services that are publicly accessible without discrimination.  
Generally accepted design principles for interfaces should be applied in order to ensure access for 
disabled persons and offer support in a language understood by the user. The Web Accessibility 
Guidelines established by the Web Access Initiative of the World WideWeb Consortium should be 
taken into account. 
Issues such as socio-economic disparities between regions and groups of citizens should also be 
addressed. In terms of eInclusion, a multi-channel approach should be considered in order to render 
the services available to citizens and enterprises through several different communication means 
(kiosks, web-TV, mobile connectivity, etc.). 
 
Multilingualism 
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In Europe, a vast variety of languages are used extensively in services today. At the presentation 
level (front office and web pages on the Internet – the level at which citizens and enterprises are to 
interact with administrations), language is clearly a major factor in the effective delivery of trans-
European eGovernment services. 
At back-office level, the underlying information architectures should be linguistically neutral, so 
that multilingualism does not become an obstacle to the delivery of eGovernment services. If 
neutrality is not feasible (f. e. in XML-scheme), provisions  should be made in order to facilitate 
translation mechanisms. 
 
Security 
Overall, the reliable exchange of information takes place in conformity with an established security 
policy. This is achieved by conducting appropriate risk assessment  activities prior to the set-up of 
the services and the appropriate security measures. This principle applies equally well to the 
information exchange at pan-European level. In this  case, the administrations concerned will need 
to consider their own security policy and come to an agreement on a common security policy at 
pan-European level. In particular, for document classification at EU level and related security 
measures, the Council’s security regulation13 applies. 
From the user perspective, functions associated with security (identification, authentication, non-
repudiation, confidentiality) should have a maximum level of  transparency, involve minimum 
effort and provide the agreed level of security. 
 
Privacy (Personal Data protection) 
Pan-European eGovernment services need to ensure uniform levels of personal data protection, 
including measures in which individuals have the right to choose whether  their data may be used 
for purposes other than those for which they originally supplied  the data in question. Appropriate 
information regarding the data processing activities should be made available to the concerned 
individuals. 
Full compliance with the existing European and national data protection legislation  should be 
ensured. In particular, work on interoperability should be coordinated with  the mechanisms already 
in place following the Directive 95/46/EC16 (in particular article 29). When available, technologies 
that are privacy-compliant and privacy-enhancing should be used. 
 
Subsidiarity 
The guidance provided by the European Interoperability Framework is concerned with the pan-
European level of the services. In line with the principle of subsidiarity, the guidance does not 
interfere with the internal workings of administrations and EU Institutions. It will be up to each 
Member State and EU Institution to take the necessary steps to ensure interoperability at a pan-
European level. 
 
Assess the Benefits of Open Source Software 
Open Source Software (OSS) tends to use and help define open standards and publicly available 
specifications. OSS products are, by their nature, publicly available specifications, and the 
availability of their source code promotes open, democratic debate around the specifications, 
making them both more robust and interoperable. As such, OSS corresponds to the objectives of 
this Framework and should be assessed and considered favorably alongside proprietary alternatives. 
 
Use of Multilateral Solutions 
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In a multi-actor environment, one way to achieve interoperability is to consider different solutions 
according to the exchange partner one has to communicate with, leading to bilateral solutions and 
agreement. The net effect (and disadvantage) of such an approach is that it requires as many 
communications as there are external partners, resulting in less efficiency and higher costs. On the 
other hand, if each of the interoperating partners adopts the same set of agreements for 
interoperability solutions, each of them 
 
Dimensions of interoperability 
Organizational interoperability. This aspect of interoperability is concerned with defining business 
goals, modelling business processes and bringing about the collaboration of administrations that 
wish to exchange information and may have different internal structures and processes. Moreover, 
organizational interoperability aims at addressing the requirements of the user community by 
making services available, easily identifiable, accessible and useroriented.  

Semantic interoperability. This aspect of interoperability is concerned with ensuring that the 
precise meaning of exchanged information is understandable by any other application that was not 
initially developed for this purpose. Semantic interoperability enables systems to combine received 
information with other information resources and to process it in a meaningful manner. Semantic 
interoperability is therefore a prerequisite for the front-end multilingual delivery of services to the 
user.  

Technical interoperability. This aspect of interoperability covers the technical issues of linking 
computer systems and services. It includes key aspects such as open interfaces, interconnection 
services, data integration and middleware, data presentation and exchange, accessibility and 
security services. 

Minimal requirements for open standards 

"To attain interoperability in the context of pan-European eGovernment services, guidance needs to 
focus on open standards. The following are the minimal characteristics that a specification and its 
attendant documents must have in order to be considered an open standard:  

The standard is adopted and will be maintained by a not-for-profit organisation, and its ongoing 
development occurs on the basis of an open decision-making procedure available to all interested 
parties (consensus or majority decision etc.)  

The standard has been published and the standard specification document is available either freely 
or at a nominal charge. It must be permissible to all to copy, distribute and use it for no fee or at a 
nominal fee  

The intellectual property — i.e., patents possibly present — of (parts of) the standard is made 
irrevocably available on a royalty-free basis  

There are no constraints on the re-use of the standard." 
A detailed description of recommendations is reported in Annex 3: Summary of European 
Interoperability Framework Recommendations 
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5. eGovernment policies: lessons learned 6

 
May we say that everything is going ok? Definitely not! Lot of projects do not succeed, or have 
been delayed for years, so a certain number of lessons have to be learned in order to become more 
and more efficient. Such lessons are very well explained in a report of the Central IT Unit, UK titled 
“Benchmarking Electronic Service delivery). They are considered and discussed in order of 
relevance, as emerges form the report of CITU. 
 
The two most important lessons learned are:  
 

1. First back office, then front  office - Successful front office applications depend upon 
robust, rich and reliable back office capability - Improvements to the back office capability 
can be costly and time consuming,  but may be a necessary precursor to integrated service 
delivery across government. . 

2. Reengineer processes first, technology after  On line government means you have to re-
engineer your business:  obliterate while automate - On-line service delivery creates new 
opportunities, capabilities and expectations and it is  necessary to review all processes in 
order to exploit these and not just automate existing  processes.  

 
A case study that shows evidence of the advantage of adopting the first two lessons learned is 
reported in Annex 4: The services to enterprises Italian project. 
 
Other lessons learned are: 

 
3. Pilot first - Pilot projects allow the service concept to be tested with limited risk and 

avoiding high profile disasters that can shake public confidence in the service. Investment  
seems to require an act of faith, but as other learning lessons show,  this should be made 
prudently, using pilots. It is also crucial to react quickly and flexibly  to successes and 
failures and to manage the benefits to best effect,  utilizing  private  sector expertise. Piloting 
projects also enables higher risk, innovative projects to get off the ground. Those that work 
should then be rapidly scaled up.   

4. Champion e-government - It is crucial that government departments are able to  respond  
rapidly  to  increases in the demand for electronic services and that marketing  campaigns 
are matched to their ability to deliver.   Furthermore, for the achievement of e-government, 
it is essential that there is commitment at  the  highest possible level.  

5. E-government costs, so innovative funding is needed – Currently,  around  the world,  
only a small proportion of governments. total spend (and  only  a  small  proportion  of IT 
spend) is set aside for e-Gov projects.  E-Gov  can be  expensive  and it is important that in 
addition to technical development, marketing and  supporting activities are adequately 
funded to ensure take-up of services.  

6. The benefits arising from the introduction of  new  services  have to be  managed  
effectively, in order to realise savings in the longer term. However,  funding  of  new  
developments  does  not  always  have to take traditional forms. There is evidence to  
suggest that governments around the world are beginning to recognise the need for new  and 

                                                           
6 The main reference for this section is: Benchmarking Electronic Service Delivery a report by the Central IT Unit, UK  
www.citu.gov.uk, 2001. 
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innovative funding on a large scale and seed  corn  funding  is  made  available  centrally in 
several countries.   The private sector can also be a source of  funding for new projects. 

7. Costs are high. The cost of truly on-line services and underpinning infrastructure for the 
next wave of e- government  is far higher than that most governments have invested to date 
on simple  services and websites. Many isolated examples of significant savings in  
individual  applications have been suggested (but generally not quantified)  but  by  and  
large,  governments  do  not  seem  to  have  a clear view on the total potential cost savings.   

8. E-services must be secure - Concerns over privacy must be satisfied  or  electronic services 
will not succeed. 

9. Education is the key - It is widely recognized by Governments that bringing IT to the 
citizen is a top priority in  ensuring the success and diffusion of electronic service delivery. 
This can be achieved  by providing incentives but more importantly, through education. 
Many countries have or  are investigating, special programmes targeted at  particular  
segments  of  society,  for  example, the elderly and the unemployed, or have launched mass 
programmes in order to avoid a digital divide between the .haves. and .have nots. Educating 
government  staff  is  also critical. 

10. A choice of e-service delivery channels, but counter service should be preserved - A key 
issue for governments around the world is that services should be delivered over a  choice  
of  electronic  channels in addition to traditional counter services.  There are numerous 
examples of how organizations both at home and  abroad  are  providing  highly  successful  
Internet, telephone and kiosk-based services in parallel to  traditional  counter services. 
Social exclusion is universally recognised as a key issue and counter-based services are seen 
as a continuing necessity.   

 
11. Undertake research to find out what customers want, but don’t be limited to what they 

say they want - A  vast majority  of  the  organizations  that have participated in the study 
actively seek  views  from  their customers. The most popular and cost effective mechanism 
for doing  this is via e-mail-based feedback channels offered on departmental web-sites. 
Another  popular approach to finding out what customers want is through targeted research 
and  surveys.  

12. Sell your services - The marketing of new government on-line services is fundamental to 
ensure take up by  citizens,  to  ensure  critical  mass  for the service and therefore to ensure 
success.   Marketing  must  communicate  not only the existence of services but also issues 
of  concern to citizens, for example, security, incentives and how to use  the  service.  

13. Provide incentives - The study has shown that incentivising electronic services can play an 
important part in  attracting customers to use the service (and therefore realizing  a  critical  
mass), particularly where traditional paper based services are run in parallel to new 
electronic  ones. Incentives do not necessarily have to be financial ones. 

14. Adopt good practices, adapt them to your context - Departments should benchmark 
themselves against their peers in the UK and abroad,  and the centre should consider issues 
that cut across government. Where it is difficult to  draw comparisons in cases where 
services are organized differently, care  should  be  taken. However, there are many lessons 
to be learned from the successes and failures  of those who were early adopters of e-
government.   

 
6. Lessons learned in ICT for development 7

                                                           
7 The main source for this section is the document: Information Communications Technology for Development, 
Essentials, Synthesis of lessons learned, September 2001. 
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Specific studies have been done concerning lessons learned in development countries, where a large 
number of economic facilitators available in developed countries are not available. Key lessons 
learned reflect six basic challenges that have affected the design, implementation and outcomes of 
ICT for development (ICDT in the following)  initiatives so far: awareness, politics, access, 
effective use, sustainability and coordination. We consider each of them with some detail, together 
with possible actions that can be performed. 
 
1. Awareness: harnessing ICTs for human development requires awareness-raising and 
constituency-building across all levels of society. 
 
Key decision-makers and stakeholders need to make informed decisions about which technologies 
are most appropriate for their contexts and needs.  
 
What to do? 

1. Conduct workshops and training with key gatekeepers and stakeholders.  
2. Cultivate ICDT champions 
3. Consider carefully planned projects 

 
2. Politics: Information-and-ICT initiatives are political. The effectiveness and potential of ICTD 
initiatives can be inhibited or circumscribed by national and/or local power relations. Political 
awareness and analysis is an important aspect of ICTD planning at all levels. 
 
Not all governments (or government officials) see it in their interest to undertake reforms that 
would better enable Internet growth. These include reforms such as liberalization of the 
telecommunications sector, reforming telephone-pricing policies to make them more affordable, and 
resisting the temptation to level new taxes.  
 
What to do? 

1. Ground ICTD initiatives in a good understanding of the local political context. 
2. Encourage broad-spectrum participation in the planning of ICTD initiatives. 
3. Given that “participation” can also be affected and compromised by politics, aim for 

creative solutions.  
 
3. Access: Barriers to universal access are not only about the national availability of 
telecommunications infrastructure and computing equipment. Barriers to individual access are also 
economic, educational and socio-cultural. 
 
Physical obstacles to access and participation are: 
a. Economic obstacles In both developing and transition countries, most  people simply cannot 
afford to use new ICTs;  
b. New ICTs, and the human resources to run them, cost a great deal of money. As such, some level 
of cost recovery is imperative. Realistically, this means charging end-users for services, which can 
render them inaccessible to most poor people. 
c. Socio cultural barriers  to access, e.g. a challenge – one which is common in developing contexts 
– is  the cultural chasm between oral and “virtual” society: “We found difficulties in moving from 
the logic of perceiving the world based on oral tradition and the physical proximity of objects, 
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places and  persons, to a logic in which the world is converted into texts, files and windows that are 
closer to the idea of virtual reality. 
 
What to do? 
1. New technologies. A wide-range of new and emerging digital technologies can circumvent the 
problems of extending “hard-wired” telecommunications infrastructure and electricity lines to 
remote or under-serviced areas. Some of these new options include: solar energy, satellite, wireless 
local loop networks, and cellular networks.  
2. Combine new technologies with old ones. The Internet can be combined with “old” technologies 
like community radio to effectively overcome barriers of physical access, affordability, illiteracy, 
while also appealing to oral-based cultures.  
 
4. Relevancy and meaningful use - Three inter-related issues are identified for this challenge: 
a.  ICT initiatives will not be appropriated unless they deliver information that is relevant and useful 
to the end-users. 
b.  Even if the information accessed is useful, development outcomes will be negligible unless the 
end-user has the capacity to act. 
ICTs can deliver potentially valuable information to end-users like market prices to poor rural 
farmers and medical advice to rural healthcare workers. However, market information is useless if 
there are no roads to transport goods, and medical advice is meaningless if there is no money to 
purchase medicines.  
c.  ICTs work best when they render more effective existing or clearly desired information flows. 
Research suggests that up to 80% of e-Government initiatives have ended in total or partial failure. 
This figure underlines the disjuncture between what ICTs can achieve in theory and how they can 
be foiled in practice. Problems often arise  when the project focus is on installing the technological 
system, rather than on understanding the organizational culture and the dynamics of existing 
information flows.  
 
What to do? 
1. When assessing “information and service needs” of communities or organizations, be demand 

driven, not supply driven. 
2. Focus on local knowledge dissemination 
3. Ground ICTD initiatives in a careful study of existing information systems and flows  
4. Provide auxiliary support to enhance the enduser’s capacities to act on information acquired by 

ICTs. As noted, access to relevant information is only one step in the process of empowerment 
and choice. Often additional support is required to enable the beneficiaries to act on their 
newfound knowledge. 

 
5. Sustainability: Sustainability is compromised by unrealistic timeframes, insufficient training, and 
when the technologies chosen do not suit the task; sometimes the simplest technologies can produce 
the best result. Sustainability is compromised when the technologies chosen do not suit the task. 
 
What to do? 
1. A good method for fixing this social reference point is by combining technical and policy 
focused “e-readiness” assessments (see also section 7 of this document) with more traditional 
methods such as participatory assessments and focus groups. 
2. Allow for generous and on-going support for training, with success criteria linked to “use and 
appropriation” (not just “use”).  
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3. Match technology to the context of what is needed.  
4. “Upstream” policy frameworks are critical. In the post-Okinawa era, policy frameworks are all 
important to the long-term sustainability and impact of ICTD initiatives, which require holistic and 
context-specific attention to regulatory structures, public-private partnerships, financing schemes, 
business support and training, human resource development, content-creation, outreach networks, 
and technical assistance, all within a clear development focus.  
 
6. Coordination of ICTD   is becoming a major focus for a wide range of development actors. Lack 
of coordination can lead to duplication of effort, incompatibility of technical solutions and may 
compromise sustainability. 
 
What to do? 
1. Build partnerships around key areas, and programme in your area of competency. 
2. Memoranda of Understanding (MOUs). MOUs can be effective tools for clarifying and 
solidifying partnerships. An MOU represents a quasi-legal vehicle that outlines: the scope and 
guiding principles of the partnership; each partner’s responsibilities, resources, activities and 
expected deliverables; and the expected outcomes and timeframe. Work within national frameworks 
and strategies. Where a national framework exists, use it as a coordination tool. Where a framework 
does not yet exist, encourage its elaboration  
 
And finally: 7. Monitor, evaluate, disseminate 
 
What to do? 
1. Plan from the beginning to undertake ongoing monitoring and participatory learning 

evaluations. Within this process, base-line user surveys can be helpful. 
2. Plug-in to on-line monitoring and evaluation group that is wrestling with the challenges 

involved.  
3. Document and share project “weaknesses” and “failures,” as well as “unintended” outcomes. 

Challenges and unanticipated factors are critical to learning. 
 
 
7. The G8 and  Italian Initiative on e-Government for development: the e-model 8

 
In order to develop an e-Government strategy and identify concrete opportunities, an E-Model 
identifying guidelines for e-Government initiatives has been developed by Italian government 
within G8 initiatives. The model should provide an integrated, evolving blueprint that highlights the 
links that need to be established, in as seamless a fashion as possible, between laws, technologies, 
regulations and skills, in a dynamic operational environment. 
Interested countries can use the model as a benchmark against which to diagnose their own starting 
situation, identify their needs, and define and prioritize potential e-Government projects to be 
carried out. 
 
We now first introduce general issues addressed in the e-model, subsequently we detail the 
description.  
 

                                                           
8 The main source for this section is the document: Italian Government -The Italian Initiative on e-Government for 
development.  The reference model: e-model, 2002. 
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General issues addressed in the eModel 
 
Policy implementation of eGovernment should concern several factors: 

• the general legislative framework; 
• technical regulations (in our case, these would refer to the possibility of using electronic 

documents or digital signatures); 
• organization; 
• human resources; 
• technology; 
• the specific jurisdiction of the public office concerned; 
• financial resources. 

 
To these should be added another specific resource that is acquiring great importance in many 
administrative processes: information. 
No service process used by a public office can function without reference to all these factors, and 
the way they are combined and the extent to which they are applied will not only influence the 
ability of the office to achieve its policy objectives, but also determine the overall efficiency of the 
administrative function in question.  
In order to avoid squandering the enormous potential for the innovation of service processes that 
ICT offers, it is essential for the analysis of the organizational impact and the identification of 
possible solutions to become an integral and mandatory element of the feasibility studies for the 
digitalization of service processes. The digitalization process does not set out with incomplete 
information and later somehow acquire complete information, regardless of whether the 
organizational and administrative aspects of the service process framework have been completed 
On the contrary, if the organizational dimension is incomplete, the completion of the IT aspect 
alone will not translate into an effective improvement in the quality of the service process. 
 
A strategy for development  
 
There are certain key processes within the government whose correct functioning paves the way for 
the successive construction of a large number of more advanced functions. We are referring, for 
example, to the series of basic functions dedicated to the management of essential information 
relating to citizens, enterprises and the local environment. The information flows that arise from 
these basic records are capable of sustaining a large number of policies. Obviously, the more 
specific a policy is, the more specialized the information it will require; but it is equally obvious 
that many of the functions of an administration rely on a limited amount of key information. 
Analyzing the information requirements and the means by which information is transformed and 
managed can serve as a cornerstone for analysing and planning the integration of the different 
functions of public offices. 
The next stages of the development of the e-Government can proceed along various paths, each 
with its own ramifications, depending on the different priorities and conditions obtaining at the 
point of departure. But the chosen method of analysis, which we anticipated in the description of 
our E-Model, will enable us to provide a clear definition, for all the growth objectives, of the most 
direct path to follow in order to achieve the desired level of development. This can be measured 
retrospectively in terms of qualitative improvements in output, whatever form this may take. 
In a similar context, the problem of sustainability – i.e. the possibility of maintaining the desired 
level of service over time – is of central importance both to the effective use of investments and 
with regard to long-term strategies. 

 28



Capitalizing fully on long-term investment means, of course, that the products, as well as the 
technical, organizational and management solutions, need to be maintained at the planned level of 
efficiency and operations over time, and be protected from unexpected or unmanaged failures of the 
relevant factors of production. 
Particularly important among these factors of production are human resources, which are typically 
affected by turnover and the “ageing” of skills, which can seriously compromise any innovation 
policy. These events must therefore be offset by policies for training, the recruitment of new staff, 
and professional refresher courses, which must be planned and presented as integral parts of the e-
Government projects. 
The application of stable and lasting strategies is essentially connected with the concept of 
flexibility. Any innovation strategy that seeks to maintain a lasting and constant capacity for 
continuous innovation must be capable of modifying the organizational framework, infrastructures 
and resources and even the general regulatory framework in which the strategy is to be 
implemented, and of doing so in a reasonably straightforward and rapid manner.  
All these aspects, which are tied essentially to the problem of the sustainability of e-Government 
initiatives, are highly complex. They should be handled by deploying the professional skills that can 
guarantee absolute excellence in the planning, design and implementation of projects, as well as in 
risk management and encouraging the interaction of all the parties involved, by putting in place 
management structures that provide for the constant monitoring of results. 
 
The emodel for development initiative:detailed description 
 
The e-model is a tool for dynamic development and will be implemented with input that draws on 
the lessons learned from the projects launched in the five selected partner countries taking part in 
this initiative, at the same time building up a constantly evolving knowledge repository.  
 
The E-Model provides value in several ways: 

1. by providing interested countries with a set of guidelines to evaluate the opportunities 
opened up by e-Government; 

2. by offering interested countries some concrete guidelines to design “good practice in 
government administration” in terms of:  
 legal framework: enabling laws, simplification/rationalization… 
 organization and human resources: skills, mobility… 
 technologies: ICT applications, infrastructures, channels… 
 functionality of applications; 

3. by identifying the best existing e-Government solutions, thus allowing interested countries 
to avoid the process of trial-and-error experienced by other countries; 

4. by providing a modular framework for e-Government applications, allowing the re-use of 
common architecture components and preventing duplication; 

5. by conforming to current best practice in terms of up-to-date technical infrastructure and 
info-structure, open technical architecture standards, and multi-channel strategy; 

6. by highlighting the major legal and regulatory prerequisites that enable the digitalization of 
services and underpin the process of meaningful integration, especially over virtual channels 
(e.g. Internet, call centers). 

 
The model is designed following these guiding principles: 

 It focuses on the end-to-end integration of administrative processes, since coordination 
between different government functions, processes and activities (G2G), is of fundamental 
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importance in ensuring that the end users receive the services they are entitled to, in terms of 
quality, timeliness and accountability; the end-to-end integration of processes also 
guarantees consistency between the different steps. End-to-end integration also enables 
improvements in process timing and tracking, as it helps to reduce lead time, which usually 
takes up a good deal of the total time it takes to deliver a service, and reduces the waiting 
time between activities. Clearly, such integration, especially when more than one office or 
function is involved, is only possible if the process is designed with interoperability in mind.  

 It supports front office activity vis-à-vis citizens and enterprises (G2C and G2B); any 
government that intends to implement an e-Government program must always bear in mind 
the fact that the end users of its activities are citizens and businesses. The government must 
satisfy citizens’ and businesses’ needs and simplify their lives, by providing them with 
transparent access to government processes and information and easier access to 
government for its “customers”, and, as far as possible, by guaranteeing a one-stop-shop 
system and a one-step-service provisioning system. One-step and one-stop are pivotal points 
in providing a high level of service to citizens and enterprises.  

 It also supports the efficiency and effectiveness of government back office activities, which 
are usually not as efficient and effective as they might be. The e-Government program will 
automate the processes and re-design them to better exploit the digitalization of the activities 
in question. By doing this, the digitalization of government enables savings in resources and 
the introduction of new services not previously available.  

E-Model overview 

In order to follow the guidelines outlined above, it is necessary to operate on several aspects of 
government administration, taking a comprehensive approach. In particular, the main components 
to be taken into account are illustrated in Figure 7, that strictly resembles the general architecture 
provided in section 4; in this case,also regulation issues are  considered as part of the architecture, 
in an effort of providing a comprehensive model.    
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Figure  7: E-Model components and relationships 
Source: Italian Government -The Italian Initiative on e-Government for development.  The reference model: e-model, 
2002. 
 

The E-Model is composed of four main components: 
 Application architecture  
 Channels/interfaces 
 Info-structure 
 Regulation  

 
Issues related to Application architecture and regulation are detailed in Annex 5.  
 
A methodology is provided for the e-Government implementation process, divided into five stages:  
 

 e-Readiness Assessment 
 Definition of strategic goals  
 Definition of strategic plan 
 Definition of operational plan 
 Monitoring, evaluation and reporting. 

 
The eReadiness assessment step is detailed in Annex 5. 
 
8. Establishing a legal framework: general guidelines 
 
In section 4: Technological infrastructure and related legal framework, we have provided the 
general guidelines for designing the most effective technological architecture and related legal 
framework. So far, we  did not consider policy issues related to the following aspects: 
1. In which moment of the life cycle of a specific technology a legal framework should be enacted 

for such technology? 
2. Which rules should be established at a global level and which rules should be established in 

specific environments? 
3. How to gain the consensus of institutions and public administrations that shall observe the 

rules? 
4. How to deal with costs related to rule enforcement? 
5. Rules should be enacted “one shot” or else in a time interval? 
6. How to deal differently for specific countries and for groups of politically coordinated countries 

or institutions such as European Union or else Panafrican Parliaments.  
 
In the following, without pretension of completeness, we provide general guidelines for the two 
contexts, corresponding to single country vs group of countries/istitutions 
 
Life cycle of a legal framework in a single country. 
 
It is made up of seven  steps: 
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1. When a technology is at its mature stage,  produce a first draft – It is not worthwhile to establish 
a framework when the technology is not mature: too many instabilities arise, and the market is 
not ready to provide products that enable rule enforcement.  

2. Experimentation in a small environment with “safe-conduct” – New rules sometimes/frequently 
change administrative processes, so it is worthwhile initially to make experiments in single 
administrations, that, in order to avoid conflicts and resistances, should be provided with a “safe 
conduct”. 

3. Update draft with the results of the experiments 
4. Request for comments. In order to achieve consensus and gain further relevant suggestions, 

open a request for comments, and publish all the comments achieved together with their 
reception or refuse.  

5. Impact analysis – Perform a feasibility study that tries to understand the cost and benefits of rule 
enactment, and related risks.  

6. Enactment of the final document. Put together all the results of previous phases and enact the 
new legal framework. 

7. Define an adequate period of time for procedures and infrastructure adjustment. Establish a time 
period, coherent with the complexity of the needed intervention for adequacy measures. 

 
Case study – The project Norm in Rete has been initially launched (1998) involving a limited 
number of  Central Administrations, and resulted in experimenting two standards, for names of 
documents and for their structure, defined within the project by ad hoc working groups in which 
major PA and research institutions have taken part. The definitions make use of IETF Uniform 
Resource Names (URNs) (RFC 2141) [5] and eXtensible Mark-up Language (XML W3C 
Recommendation)  standards. 
Step 2 (Experimentation in a small environment with “safe-conduct”) has simply requested to 
provide temporary  free access to norms to selected users, no safe.conduct was needed.  
The draft has been updated, and a request for comments was issued that produced relevant feed 
back both on names, adding new cases and classifications,  and on the structure of documents, 
modifying and simplifying  the initial choice. 
Impact analysis convinced to introduce in the norms a convenient period for their adoption by 
administrations and institutions. 
The standards have been issued as Aipa (Authority for Information Technologies in Public 
Administration, now expired) technical norms and published as regulatory acts in the Italian 
Official Journal. 
Recently (2003) a second phase of the project has been launched and granted, with two more 
ambitious objectives: 
1. support administrations in the tasks related to law consolidation, particularly critical in Italy. Its 
achievement is also based on the standard definitions provided, since they univocally identify the 
norms in a distributed environment and track modifications affecting the document itself or other 
legal acts, thus allowing to automatically support laws consolidation activities. 
2. extend the system to norms enacted by local administrations, especially Regions.  
 
 
Life cycle of a legal framework in a set of coordinated countries  
 
It is made up of five steps: 
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1. A first group of countries act as “pioneers”, following steps 1 to 3 of the  above cycle – 
countries that are ahead in the e-Gov development hype cycle may perform partial experiments 
following the previous life cycle. Pioneer countries should be funded “pro quota” by other 
countries 

2. Produce integrated draft document including “best practices” and request for comments – Now 
the draft set of rules results from the integration of best practices from previous experiments. 

3. Impact analysis,  
4. Enactment of the final document, and  
5. Adequate period of time for national alignment,  
similar to previous steps 5,6,7  in the more complex scenario of the multi country political and 
economical environment. 
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